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Overview

SBD Ltd. is an independent company providing specialist consultancy in the design and
development of automotive components and systems. The company founded in 1995 has
extensive knowledge of the strategic development of vehicle systems.

Working closely with manufacturers and suppliers, SBD provides consultancy at various levels
including: Technical Research, Strategic Planning, Program Management and Product
Development.

SBD also provides the industry with detailed market and technical reports on various technologies,
market trends and competitor analysis.

The company has helped to develop many successful systems seen in the market today and is
continuing to help manufacturers implement the next generation of systems with an emphasis on
Vehicle Security and Vehicle Telematics.

For more information, visit www.sbd.co.uk

SAMPLE

This report is intended for the addressee only, and may contain confidential and / or privileged
information that is not available to the general public. You are being sent this information because
you are known and ftrusted by SBD. We therefore expect the information to be handled in a
responsible and sensitive manner.

The views expressed in this report are those of SBD only, and we do not take responsibility for any
misinterpretation based on the information contained in this report. Vehicle testing reports can only
be considered to represent the specific vehicle being tested at that time, and are not necessarily
representative of the complete range of vehicles and models available.
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1. Executive summary

1.1 Introduction

The Micra is the first car from Nissan to be fitted with a smart key
system. Nissan are unique in offering the system as a standard fit on
certain grades. Other manufacturers offer smart key as customer
option.

Nissan are unique in offering a smart key system as standard fit on
higher grade models.

In addition, the Micra is also the first model to apply a smart key
system to a manual transmission. To achieve this Nissan have
designed the manual transmission variant with a secondary push
button on the ignition switch to meet European legislation. The
legislation requires two positive actions to engage the steering lock
(turning the ignition switch AND push in the secondary release button).

The Nissan Micra is currently the only manufacturer to offer

y system in ‘B’ se
Ay ¥t il
ogkin d s '

and stopping).
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SX & SVE). Intelligent Key is the Nissan name for their smart key
system.

In Germany Intelligent Key is available as standard fit on the Tekna
grade and included in a €XXX option pack with rain sensor on the City
grade. It is not available on Visia or Acenta grades.

Two notable security features are fitted to the Micra in the UK market
as standard fit; double locking and selective unlocking. These features
are independent of whether or not the car has Intelligent Key. The
selective unlocking feature can be enabled by the user.

Nissan do not provide a factory fitted alarm system for the Micra. The
Micra is, however, pre-wired at the factory to accept a Nissan
approved dealer fit alarm system. The test vehicle was selected
without an alarm system as it may have compromised the functionality
of the factory fitted smart key system under evaluation.

This report covers the detailed investigation of the functionality and
performance of the smart key system as factory fitted to the Nissan
Micra. The test vehicle is shown in Figure 1:

All rights reserved © Secured By Design Ltd, 2004 5
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Figure 1. Test vehicle

T e

Model ~ Micra

Grade ~ SE

Specification ~ RHD UK (5 door)
Engine ~ 1386c¢c petrol

VIN ~

Source: SBD Ltd. 2004

1.2 Summary of performance

Report ref: SBD/SEC/1575

Overall, the Micra’s smart key system offers XXX levels of customer
convenience, and high levels of security.

The smart entry functionality is not overly complex and is intuitive and
easy to use. The selective unlocking feature, which can be enabled by
the user, improves personal security despite some small loss of
convenience.

The smart start system incorporates a combined eleC§o mechanical
steering lock and ignition switch, which is conventional il appearance,
logtion, 2 JoIT. i ; echanical key
i [ pedal before

3

The overall system performance is good and meets gl Thatcham’s

SI04] vVieoune - 9 =2y, ) -

Table 1 below shows SBD’s judgement on how the system performed
overall. The system was judged against other smart key systems fitted
to premium brands. The Micra competes in the ‘B’ segment category
(city car).

All rights reserved © Secured By Design Ltd, 2004 6
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Table 1. Summary of performance

o Smart ent Smart start
Criteria Ty (and immobiliser)
Convenience
Features
Security

* % % % Excellent % % % Good % % Average * Poor

Source: SBD Ltd. 2004

U Smart entry
The smart entry system functionality is well thought out and
or gives the user

condition.  The system operates in precise, limited operation
zones. System functionality is such that the user is reasonably
well protected from misplacing the key whilst using the car.

O  Smart start
The smart start feature is intuitive as it is based on a
conventional arrangement for the location and operation of the
ignition switch. The interior range is well defined and there is
almost zero bleed outside the vehicle.

The operation of the electro mechanical steering column/ignition
switch is difficult and requires familiarity. The switch needs to be
rotated and a separated button to be pressed simultaneously to
allow the steering lock to engage.

Although this feature does protect against inadvertent
engagement of the steering lock whilst driving it still remains
difficult for users to engage the steering lock upon leaving the
car. This compromises the overall convenience.

Report ref: SBD/SEC/1575 All rights reserved © Secured By Design Ltd, 2004 7
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3. Summary of application

3.1

3.2

UK feature availability

Intelligent Key

Summary of application

=D

The Micra is the only model in the ‘B’ segment to provide a smart key
system. Uniquely the system is standard fit on the top three grades in

the UK.

Smart key systems from other manufacturers are generally offered as
stand alone cost options. For example, BMW, Mercedes and VW all
have smart key systems as option fit, costing around £XXX.

The Nissan Micra is the first model (from any manufacturer) offer a
smart key system on manual transmission variants.

Table 2 below shows the availability of Nissan’s Smart key system
(Intelligent key) and other related feature options.

Table 2. UK feature availability

Standard

Standard

Doublelocking

Dealer option alarm
system (EXXX inc VA

Selective unlock
(customer configurabl)

UK insurance Group ratings

Table 3. UK group ratings

Source: SBD Ltd. 2004

. . .. Electrical
Engine Trim grades Fuel type Transmission | Group ‘ security
1.0 E Petrol Manual only
1.2 S, SE Petrol Manual & Auto
1.2 SX Petrol Manual & Auto
1.4 SE Petrol Manual & Auto
1. SX, SVE Petrol Manual & Auto
1.5dCi 65 S, SE Diesel Manual only
1.5 dCi 82 SE, SX, SVE Diesel Manual only

Report ref: SBD/SEC/1575

There are 2 diesel options identified by different power outputs (nominally 65 hp & 82 hp)

Source: Association of British Insurers

All rights reserved © Secured By Design Ltd, 2004
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3.1 External smart entry operation range

Report ref: SBD/SEC/1575

There is no real difference in range between any of the three smart
entry zones either in unlock mode or lock mode. The consistency
between all of the results shows that the antennas are remarkably
similar and are likely to have the same nominal range.

Average perpendicular lock range = XXX
Average perpendicular unlock range = XXX

These are both within the Thatcham requirement of maximum 2m.

The side door ranges are approximately semi-circular and centred on
XXXXXXXXXXXX, indicating xxxxx Separate antenna locations, one near
each Xxxxxxxxxxxx. A XXXXXXXXXxXX antenna is located at the
XXXXXXXXXXXXXXXXXXXX.

a Test conditions
The range test was undertaken in a brick constructed workshop
environment with no other vehicles present.

0 IhjEt waisll height consistently
ock

he lock and un anges were meadured for driver side,
i Its were consistent

between all three zones.

Table 5. External smart operation range (m)

©) Lock | Unlock | Lock | Uniock |

0

22.5

45

67.5

90

112.5
135
157.5
180
Average

Source: SBD Ltd. 2004

All rights reserved © Secured By Design Ltd, 2004 25
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Figure 14. External smart entry operation range

e ——

v /f  r— Unlock
\\/ ‘7’ Each arc
Vo represents ——¢ Lock
v XXXM rang
3
/ \



jeremyw


European Security G om SBD 2
Nissan Micra smart key system evaluation art eniry syste

Figure 17. Flowchart showing lock operation sequence

Vehicle Unlocked

v

y I Y Y I
Press an exterior door 1 Press remote control Press CDL Switch | Use emergency key
lock button | button button |
I [ [ I [
| |
Y \i Y I Y Y \i Y I Y Y
Remote Remote Remote | I Turn key in Manually set
control in control in control out Press lock Unlock Press lock Unlock left hand latch lever to
internal smart| |external smart of smart I button button button button | door key lock on other
range range range | | cylinder doors
| |
Y Y Y 1 \i y \i \i 1 \i /
| |
| |
Smart entry mode Mechanical mode

=== ———— - g —

Source: SBD Ltd. 2004
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Table 9. Keyless entry mode locking

Door status ’ Action ‘ Feedback ‘ Result ‘
Comments
Drivers Other . Press Direction .
Tailgate | remote Lock - Drivers Others Trunk
door doors button indicators

Closed | Closed Closed Press once 1 flash

Open Closed | Closed Press once | Warning beeps

Closed Open Closed Press once | Warning beeps

Closed | Closed Open Press once | Warning beeps

Table 10. Keyless entry mode unlocking

Lock Status Action Feedback Result ‘ Drivers ‘ Others ’ Tailgate Comments
Double-locked | Fress unlock | py p1ash Twice
button once
Centrally Press unlock .
locked button once DI Flash Twice

@ If selective unlocking is enabled, then only the drivers door is unlocked. The remaining doors are changed from doublelocked to
centrally locked, so that they can then be unlocked from inside the vehicle.
Source: SBD Ltd. 2004

Report ref: SBD/SEC/1575 All rights reserved © Secured By Design Ltd, 200 34
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2.3 Emergency mode

If the remote control battery becomes discharged or through some
other electrical (or mechanical) failure the smart key system is
inoperative, then an emergency key is available from within the remote
control housing. The mechanical key can be folded out from the
remote control to act as a conventional method of releasing the
steering lock and starting the engine.

Figure 27. Remote control Emergency Start

Removable cap

Remove ignition Emergency mechanical
switch cap key in use

Source: SBD Ltd. 2004

A conventional transponder is contained within the remote control to
allow the system to verify that a legitimate key is being used.

SAMPLE
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Figure 31. Exterior bleed — Side door measurement positions

Table 12. Exterior bleed (mm) — Side doors

Remote control orientation Remote control orientation
Front door Rear door

position position

Vertical Horizontal Vertical Horizontal

Source: SBD Ltd. 2004
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