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Overview
SBD Ltd. is an independent company providing specialist consultancy in the design and
development of automotive components and systems. The company founded in 1995 has extensive
knowledge of the strategic development of vehicle systems.
Working closely with manufacturers and suppliers, SBD provides consultancy at various levels
including:

d Technical Research

d Strategic Planning

a Program Management

d Product Development.

SBD also provides the industry with detailed market and technical reports on various technologies,
market trends and competitor analysis.

The company has helped to develop many successful systems seen in the market today and is
continuing to help manufacturers implement the next generation of systems with an emphasis on
Vehicle Security and Vehicle Telematics.

For more information, visit www.sbd.co.uk

SAMPLE

This report is intended for the addressee only, and may contain confidential or privileged information
that is not available to the general public. You are being sent this information because you are
known and trusted by SBD. We therefore expect the information to be handled in a responsible and
sensitive manner.

The views expressed in this report are those of SBD only, and we do not take responsibility for any
misinterpretation based on the information contained in this report. Vehicle testing reports can only
be considered to represent the specific vehicle being tested at that time, and are not necessarily
representative of the complete range of vehicles and models available.
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Executive summary S—BE

1. Executive summary

1.1 Introduction

TA =K T A= AR, A b, ©
Sa T VHERIIA = —FTva LT, F
—Z7 V=Y RTFANRPESNTND, Av—Fh
F—VAT LD EE, T+ — FTEF—TY
—VRTAEMALTND, xxx &

xxxx7 L— RHAOA T 2 g ik L5 E Tlrdexx
Th D, xxxxxelllZZ DA 7> a 3,

F—T V=T RTF AL, Aw— Rz FY—
e (my 2 &7TrrY V) EAS—FRE—
MERE (BB T A VHIE, = P U hhE), (=
1) BEENTWD,

LT OBABEHEIL 7 4 — 0 X B CIIARHELL AR
L= RCEdATvafrtiroTng,

° A=
° Ja—nN)p e F—F &7 —X
e LLIT 4T -Truvy

SBDIL, EEfLER, N L7 4 — R« 7%
—HAEDX—T U — AT LAOBRENER L O
PEREIC O W CREL WA 21T > 72,

AERICHE LGNy FVEE | RFOLE NV R
IVETIE, WL BPDOEWRH D ATHEENH 5
o ZOLAR—NTIE, TRLIRTHENY RV
HAZOWTOREEIT,

X1 HBRER

ETIN T A=K TF—HA
fhmth « WE Hr Rv
EFN: 1.6
TV HI Y
roLvAIvyYay ~=a7
Hl R
FN—=T L — ]

Report ref: SBD/SEC/1725

The Ford Focus is available with the Key Free system as a factory fit
option on both its automatic and manual transmission variants. Key
Free system is the Ford name for their smart key system. The option
costs €XXX in Europe on the XXX and XXXXX grades. The system is
not available for the XXXXX or XXXXXX grades.

The Key Free system includes both smart entry (locking & unlocking)
and smart start capability (immobiliser operation & engine start and
stop).

The following security features of the Focus are either standard fit, or
optional by grade:

= Doublelocking
= Global open and close
. Selective unlocking

SBD have conducted a detailed investigation of the functionality and
performance of the Key Free system on a UK specification right-hand
drive Ford Focus vehicle.

There may be some differences between the right-hand drive vehicle
tested and the equivalent model in left-hand drive form. This report
covers the right-hand vehicle as tested and shown in Figure 1 below.

Figure 1. Test vehicle

Source: SBD Ltd. 2005
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1.2 Conclusion

Executive summary S—BD

The Focus is the first Ford vehicle in Europe to be equipped with a
smart entry and smart start system. Overall the smart entry performs
xxx and has xxxx operating zones. The system warning messages are
excellent and provide good feedback to the user. However, the lack of
direction indicator flash for a central door lock request could cause
some confusion.

The smart start operating range was excellent and worked in all areas
of the passenger compartment. The average bleed from the side of the
vehicle was within Thatchams guidelines, however a number of areas
rear of the vehicle exceeded the guidelines.

The Ford Focus has a transponder integral to a mechanical key which
is removable from the remote control. XXXXXXXXXXXXXXXXXXXXX
XXXXXXXHXXXKXXKXHKXXKXXEXKXIXKXXEXHKXIXKXXEKK . XXXXXKXXXXXKXXXKK  XXXXKXX
XXXXXXXX.

1.3  Summary of performance

Report ref: SBD/SEC/1725

Table 1. Summary of performance

Smart start

Smart antrv

Source: SBD Ltd. 2005

The system has an easy to use single pull handle movement to
unlock and open the doors and has a simple push button on the
two front door handles and a tailgate push button to lock the
vehicle.

By default this vehicle centrally locks; an additional deliberate
action is required to place the car in a double locked condition.
The alarm system becomes set for both lock modes.

The smart entry system operates in precise, limited operation
zones. The system can be easily set by a user into selective
unlock mode. This is achieved by a press-and-hold button
operation to change between modes.

All rights reserved © Secured By Design Ltd, 2005 8
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Executive summary S—BD

Smart start

The system can be operated with the remote control located
anywhere inside the passenger cabin, or luggage compartment
area and offers a very good level of performance. There is an
ignition knob that must be pushed in order to release the steering
lock; then rotated (clockwise) to turn on the ignition and start the
engine. The engine will only start if the appropriate foot pedal is
first depressed (this is the clutch pedal for manual transmission
vehicles and the brake pedal for automatics).

The functionality is simple and based on a conventional key
system SO |t is easy for the user to understand and operate. If,
Qagome engaged;
but an audlble remlnder tone will sound together With a display
message when the driver door is opened.

g, keyless
nset if the
mechanlcal key is used to unlock the vehlcle in thi® case there
SSESVVVERV VR EEE Sisiostlioksibtsrotisionnans key into the
ignition knob using the emergency mode to unset the alarm
system before an alarm condition is sounded.

SBD considers that overall the features of the alarm are xxxx.
The interior detection can be excluded, by pressing a de-
activation switch. The perimeter protection is xxxxx and the hood
release provides an xxxxxx level of security. The release is
achieved by insertion and rotation of the key-blade in a dedicated
key cylinder mounted on the front grill and therefore has no cable
that can often be a vulnerable area open to attack.

Overall, SBD considers the performance of the alarm system to

be xxxxx, it is however slightly compromised by XxXxX XXXXXx
level of interior detection performance.

All rights reserved © Secured By Design Ltd, 2005 9
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4. Summary of application

Table 3. Feature availability

Standard fit
Fixed

Option fit

Feature Configurable

Key free system

Selective unlock

Global open and close

Source: SBD Ltd. 2005

4.1 UK insurance Group ratings

Table 4. UK group ratings

Model Trim grades ‘ Fuel type | Transmission ‘ UK Group ‘ Electrl_cal
security
14 Studio, LX or Petrol Manual
Sport
1.6 Low grades Pe.trol & Manual & Auto
Diesel
16 Ghia and Petrol & | Manual & Auto
Titanium Diesel
00 | 2etecClimate | poool | Manual & Auto
and Ghia
2.0 Titanium Diesel Manual
Source: Association of British Insurers
5. Attachments:
1. Smart entry system (31 pages)
2. Smart start (and immobiliser) system (17 pages)
3. Alarm system (10 pages)

The attachments include sections on Features and Operation, Functionality, and Performance.
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Smart entry system S—BD

3.1 External smart operation range

In general the lock and unlock ranges are almost identical. The
tailgate open range is slightly smaller than the side door ranges. Both
left-hand & right-hand side ranges are similar to each other.

Report ref: SBD/SEC/1725

The side door ranges are approximately semi-circular and centred on

each

side of the vehicle, indicating xxxx separate antenna locations,

xxx in each side. A xxxx antenna is located at the centreline of the
vehicle rear.

The maximum range measured perpendicular to the vehicle in all three
directions is within the Thatcham guidelines.

Q

Angle (°)

0

Test conditions
The range test was undertaken in a open area site, with no other
vehicles present.

Battery voltage was approximately 12.8v with the engine off. The
test was conducted with the remote control held vertically in front
of the body at waist height consistently throughout the test.

Results

It was established that there was one antenna on each side of
the vehicle, which controlled both front & rear doors on that side
of the car.

The lock and unlock ranges were taken as polar co-ordinates
measured from the front door handles on each side of the car.
The results are shown in Table 5 below.

Note ~ the Thatcham criteria requires measurement
perpendicular to the vehicle body. The polar measurements in
the table below are taken from the driver's door handles. They all
fall within Thatcham’s requirement. As shown in Figure 15.

Table 5. External Smart entry operation range (m)

Right hand side | Left hand side Tailgate

Lock | Unlock | Lock | Unlock | Unlock | Lock

22.5

Source: SBD Ltd. 2005
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Figure 16. External smart operation range
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Source: SBD Ltd. 2005
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Smart entry system 7 \S_B‘D)

Figure 18. Flowchart showing Lock operation sequence

Vehicle Unlocked

Use a mechanical

Operate smart key Press a remote control

b 1
|
system | button : key in driver door
I I |
I I
Y \ v | \ \i v | i \
Press door Press & Press door | P_ress I
handle hold door handle I | Press lock Press & hold Tailgate I Turn to lock Turn to lock
button once handle buttpn‘twme I button once lock button release‘ twice within x
button within x button twice || secs
>Xsecs secs | within x secs I
|
y y \ / \ + I \
I I
I I
|
|
Smart mode Mechanical mode

€= ——— g —

Source: SBD Ltd. 2005
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Table 14. Locked to Unlocked Selective unlock off

A O eeanad AId e
I o
From Central or Double Locked _Dlr_ectlon Status All Doors

state indicators
F’ull any outside door handle with remote Flash once Unset
in smart range
Lift tailgate handle with remote in smart None Set
range
Lift tailgate or outside handle with

None
remote out of smart range
Press remote unlock button Flash once
Press remote lock button Flash twice
Press remote tailgate release twice within N
one
3 secs
Turn mechanical key in drivers door to .
: None Remains Set

unlock and open drivers door
Turn mechanical key in drivers door to .
unlock and open other door None Remains Set
Turn mechanical kgy in drivers door to None Remains Set
unlock and open tailgate

Source: SBD Ltd. 2005
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Figure 26. Warning—Passive key outside car

BrASSIVE KEY
L DUTSIDE CHE

Source SBD Ltd 2005

€ engine IS not running when the drivers door I1S\gpened, then the
message is not displayed.

2.2 Emerg sta
remo | baery be es gis ed or thrhugh some other
elelil ' fail systenfl should become

inoperative, then the emergency start procedure must g used.

To start the vehicle by this method, the mechanical key must first be
assembled by fitting the key inside the container, this then needs to be
inserted into the ignition knob. Finally the knob with the key and
container inside can be turned to start the engine. See Figure 27.

Figure 27. Emergency start procedure

) s

1 Remove spare key 2 Remove container 3 Ignition knob with
from remote control from ignition knob container removed

4 Insert spare key into 5 Insert spare key and 6 Ignition knob can be
container container assembly turned to start engine

Source: SBD Ltd. 2005
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Figure 30. Exterior bleed — Side door measurement

Bleed Bleed
Front door  distance Rear door distance
position (mm) position (mm)

| Average \ | | Average | |

] Both sides of the vehicle were tested and the results were found to be similar. The left
hand results are shown above

= The side doors did not meet Thatcham’s criteria for exterior bleed as the criteria is
written; however, Thatcham are considering changing so that bleed results are then

averaged. The Focus would pass the criteria if the results are averaged.
Source: SBD Ltd. 2005
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