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SBD Ltd.
Overview
SBD Ltd. is an independent company providing specialist consultancy in the design and
development of automotive components and systems. The company founded in 1995 has extensive

knowledge of the strategic development of vehicle systems.

Working closely with manufacturers and suppliers, SBD provides consultancy at various levels
including:

0  Technical Research

0  Strategic Planning

a Program Management
a Product Development.

SBD also provides the industry with detailed market and technical reports on various technologies,
market trends and competitor analysis.

The company has helped to develop many successful systems seen in the market today and is
continuing to help manufacturers implement the next generation of systems with an emphasis on
Vehicle Security and Vehicle Telematics.

For more information, visit www.sbd.co.uk

SAMPLE

This report is intended for the addressee only, and may contain confidential or privileged information
that is not available to the general public. You are being sent this information because you are
known and trusted by SBD. We therefore expect the information to be handled in a responsible and
sensitive manner.

The views expressed in this report are those of SBD only, and we do not take responsibility for any
misinterpretation based on the information contained in this report. Vehicle testing reports can only
be considered to represent the specific vehicle being tested at that time, and are not necessarily
representative of the complete range of vehicles and models available.
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1. Executive Summary
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1.2 Smart Entry
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The Swift is the first model from Suzuki to be fitted with a smart key
system in Europe. Suzuki's system is called Keyless Start and it is
standard fit on GLX (petrol versions) in both RHD and LHD European
markets. A German specification five door model was used for the
evaluation.

Figure 1 below summarises the performance findings from this report.
Both Smart entry and Smart start were judged in three main areas of;
Convenience, Features & Security.

Figure 1. Summary of performance

Smart entry Smart start

Criteria

Convenience
Features

% % % % Excellent % % % Good * % Average Poor

Source: SBD Ltd. 2006

pval n a 'S expq of cugtomer expectation,
W tit erls, nd vehile seculty. In the d&ea of security the
icl& wds aSsesSed against a t keylicriteria and against

additional items judged by SBD as potential securityfssues.

In the judgement of SBD, the Suzuki Swift Smart Key system has some
major weakness.

XXXX XXXX XXXX XXX XXXKX XXXX XXXXXX XXXXX XXKXX XXXKX XXXXK XXXXX
XXXXX XXXXX XXXXX XXXXX XXXXK XXXXK XKXXK XXKXX XXXXX XXXXXX XXXKX
XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX XX

The Suzuki Swift is a B segment car and therefore the sophistication of
the system is constrained by cost. The smart entry system is simple and
offers a basic level of feature content. For example, there are no
sensors in the outside door handles to automatically detect the
presence of the users hand and unlock the door, instead, the button on
the outside door handle must be pressed to both lock and unlock the
door when using the smart key system.

Double-locking and selective unlock are fitted as standard in both LHD
& RHD European markets but SBD believe that the functionality is not in
line with customer’s expectations because as soon as the ignition is
switched on, all of the remaining doors unlock. This overrides the anti-
hijack functionality that selective unlock is designed for.
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1.3 Smart Start
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Selective unlock does XXX XXXXXXX XXX XXXXXX XXXXXXX, SO passenger
doors can not be opened from inside the vehicle (using either central
locking switch or door inside handle) unless the ignition is switched on.

Unlocking the car to allow passengers to enter (from a double-locked
condition) is confusing to the customer if the correct procedure is not
followed.

The smart start system is based around a conventional steering lock
and uses a keyless rotary ignition SwitCh. XXXXXXXX XXX XXXXXX XXXX
XXXXHXXXK XXX XXXXXX XX XX XXXXXXK. XX XK XXX XXKXXXKXK XX XXXXX X XXXX
XXXXXX XXXXX XXX XXXXXX XX XXXXX (XX XX XXX XXXX XXXX XXXXX XXXXXXX
XXXXxx Xx SBD). Whilst this is more convenient for the user it does
mean that the vehicle could be started in gear.

Setting the steering lock requires the ignition switched to be turned to
the off position. There is a small lateral movement required (in addition
to the rotary turning) to reach the off position, but this movement is
almost imperceptible to the user.

SBD opinion - It is too easy for the user to inadvertently (accidentally)
engage the steering lock whilst the car is in motion. This may potentially
have consequences with regard to driver/passenger safety.

atcham’s security requirements for smart key systems.
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d@s a tran
example) and substitute the mechanical emergency keygwith

design of the

ring s

XXXX XXXX XXXX XXXXX XXXXXK XXXXKXXK XKXXKXXXK XXXXXXXXXX XXXXXXX X
XXXXXKXXXXXXK XXXXXXXX XXXXXXKXX XXX XXXXXXX XXXXXXXXXXXXX
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2. Introduction

Report ref: SBD/SEC/1870

woein SBD)

The Suzuki Keyless Start system includes both smart entry (locking
and unlocking) and smart start (engine starting and stopping) functions.
It is available as standard fit on GLX grades across both LHD & RHD
European markets in both manual and automatic transmission
configurations. It is not available on diesel models or entry level GL
models.

The Swift was the first car from Suzuki to be fitted with a smart key
system in Europe. It was introduced in mid 2005. Since this time Suzuki
now have the same basic smart key system as standard on the Grand
Vitara and the latest SX4.

This report covers the detailed investigation of the functionality and
performance of the smart key system as evaluated on the test vehicle
shown below in Figure 2.

= Model ~ Swift

= Grade ~ GLX

= Specification ~ LHD Germany (5 door)
= Engine ~ 1490cc petrol

" XXX~ XHXXXXXXXXXXKXXXKXX

Source: SBD Ltd. 2006

The German test vehicle test was fitted with double-locking and the
basic specification appears to be representative of the UK equivalent
model. An assessment of the system against Thatcham’s criteria was
therefore carried out by SBD.

All rights reserved © Secured By Design Ltd, 2006 7
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6. Performance against Thatcham criteria

In November 2004 the Motor Insurance Repair Research Centre
(Thatcham) published their criteria for smart entry and smart start
systems evaluation. Thatcham declare the purpose of this document
as:-

“To enable motor manufacturers developing smart entry/smart start
systems to gain acceptance by the British Insurance Industry’s Criteria”

Since this time, whilst there has been no official update of the criteria,
Thatcham have unofficially updated the test procedure in line with
practical requests from vehicle manufacturers.

he significant updated areas relate to the allowable leakage outgde of

known to be in force by Thatcham. The results and key points are
highlighted in this section of the report.

6.1 External smart entry operating range

Report ref: SBD/SEC/1870

If a user was to inadvertently leave the remote control in a position
within the smart external operation range, then the vehicle will be
effectively unlocked. The larger the range, the more likely the situations
where this may occur, (such situations include a car parking area
immediately adjacent to an owners house). Thatcham set a limit of 2m
maximum on the smart entry operating range, measured perpendicular
to the vehicle perimeter.

Figure 20. Thatcham maximum allowed exterior range

Source: SBD Ltd 2006

All rights reserved © Secured By Design Ltd, 2006 30
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SBD assessed the Suzuki Swift to establish the external smart entry
operation range ~

Maximum perpendicular lock range = X.Xm
Maximum perpendicular unlock range = X.XXm
XXXXXK XXX XXX XXXXXXXXXXXXKK XXXXXXXX XXXX XX XX.

Figure 21. External smart entry operation range

—¢ Unlock

o——¢ Lock

N represents
0.5m range

vehicl
to tho n in tRis figure on
the lefhand side

Source: SBD Ltd. 2006
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7. Smart key system functionality

The system functionality is explained in flowcharts and tables. Figure 27
(below) gives an explanation of the basic colour scheme used
throughout the flowcharts.

Figure 27. Explanation of flowchart colour scheme

A blue box represents a status of the

System status vehicle locking system.

An orange box represents an action

Action

performed by the user.

A white box represents an output.
Output Red text represents a warning or an

output other than that which the user
intended.

Source: SBD Ltd. 2006

SAMPLE
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Figure 28. Lock ~ smart entry

Vehicle Unlocked
|

! l

Press an exterior door Press an exterior door
lock button X1 lock button X2
 / \ \ \/ v \
Remote Remote Remote Remote Remote Remote
control in control in control out control in control in control out
internal smart| |external smart of smart internal smart| |external smart of smart
range range range range range range

l

Press remote control Press remote control Press CDL switch
button X1 button X2 button
[ | |
L \ ' \ ' \
Press |OCk Press unlock Press IOCk Press un|OCk Press IOCk PI’eSS UnlOCk
button button button button button button
L \ Y A/ y M
Notes

®_Lock motors are driven

Source: SBD Ltd. 2006
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