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SBD.

Overview

SBD is an independent company providing specialist consultancy in the design and development of
automotive components and systems. The company founded in 1995 has extensive knowledge of
the strategic development of vehicle systems.

Working closely with manufacturers and suppliers, SBD provides consultancy at various levels
including:

QO  Technical Research

Q  Strategic Planning

Qd  Program Management
O  Product Development.

SBD also provides the industry with detailed market w« hn alrepo > uii various technologies,
market trends and competitor analysis.

The company has helped to develop many successful systems seen in the market today and is
continuing to help manufacturers implement the next generation of systems with an emphasis on
Vehicle Security and Vehicle Telematics.

For more information, visit www.sbd.co.uk

This report is intended for the addressee only, and may contain confidential or privileged information
that is not available to the general public. You are being sent this information because you are
known and trusted by SBD. We therefore expect the information to be handled in a responsible and
sensitive manner.

The views expressed in this report are those of SBD only, and we do not take responsibility for any
misinterpretation based on the information contained in this report. Vehicle testing reports can only
be considered to represent the specific vehicle being tested at that time, and are not necessarily
representative of the complete range of vehicles and models available.
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1. Executive Summary

Z)Lii: A;;%;ﬁ;;;;;%‘;;ﬁ?i;; The VW Passat is the first model from VW to be equipped with a smart
(T AN RIS T—Totns 2T A ety KEY System supplied by xxxxxx (other systems within the Audi/VW group
coyRFAE. WRTE "KEssY, eREnTay, &k are supplied by xxxxx). VW refer to the system as “KESSY” and is
NEBAGTOEN> KL, ZN\Y KLERE, BEAEDE  gyailable as an option on most models in both RHD and LHD European
i’b;j:::*ffffsi ;’m”;‘:f)’_"fg:tjjz markets. The VW Passat is a “D” segment model and competes with
3. ChEDMAESIEE T AT AT R j’;‘; models including the Audi A6, Volvo S40 and BMW 3-series, which all
LFBEEATVS, offer smart key systems.

1.1 Conclusion

chus<ExshERFAT, arassEsLLge  The system is well thought out and offers the user a good range of
EEATVS. REEECE. Y27a0onReRTOrY  features. A display screen gives clear messages about the system
PIWAVE=IARTEN, I-T-CLIREFERE  gtatus and prompts the user when an input is required to operate the
EEILR, YRR EShBLSICB2TVS, vehicle
AB—=RRAA Y F&E xxxxxx DFULRR T, xxx, COED ) . . . .
oo MEEE 54 TE LT, SBD BT nsss 1NE XXXXXXX push button start switch is xxxxxxx and is the first system
saFaEHBLE, cokscIyrepmeesosr SBD has tested which incorporates this type of xxxxx mechanism. It is
1-y-keaToArI<, Xy e-vRRTAEY easy for the user to understand how to start the engine and the
NEAMBEETASASNA. LAL. 21V FEx  maggage display gives clear direction as to what needs to be done. The
T, B xooooox, AT LAEEDOEN xoooxx &S 5 . ) 0w [ \ . |
sE5xs. switch is however XXXXxx XXXXXXXX in its  peir. or ind giv 5 a xxXxx
quality feel for the system overall.
XX ( YATLOBIET ) A SHERTV R HMWEEEER . A ] .
C&hiE, SRFLORSEMY, THomos274&y 1echnical promotional material from xxxxxx (the system supplier)
tERTLBEDCETHBH. AX—PIVRU—BL  suggests that the system response time is superior to other systems on
TEAE, SATARBEME, 000000 0%, the market. SBD found the system response time for smart entry xx xx
XXXXXXXXXXXXXXXXXXX XXXXXXXXXXX & WD DA, SBD O ¥E
55, XX, XX XXXX, XXXXXXX XXX XXXXXXX XX XXXXXXXXXX XXXX XXXX XXXXX XXXXXX
XXXXXXX XX XXX XXXXXX.

VW Y Y ROAIY—RF— AT LR, AX—RIVHK

U=, AX—hARZ—ROEHEE, xx The VW Passat smart key system operates in xxxx xxxxxx zones for
X000000000KKKKKKs SBD HFBU IR, ¥ AT Al both smart entry and smart start. The system xxxxx xxx Thatcham’s
Thatcham BB EHEE xoo0000x, security requirements as tested by SBD.

1.2 Summary of performance

TRICR, f#ECHTS. SBDORERRFZE Figure 1 below summarises the performance findings from SBD’s
BTHB. AX—hIhU— AX=hAZ=b jnyestigation. Both Smart entry and Smart start were judged in three
e, EEM, MEEE, BREOSETHMELE.  main greas of Convenience, Features & Security. The evaluation is
i, WEOBETD LN, BEMEOZAT hased on SBD’s experience of customer expectation, competitor
ﬁ%szﬁgzig’;;ki:;::igﬁ%‘ii systems, and vehicle security. In the area of security the vehicle was

- ’ assessed against Thatcham’s smart key criteria and against additional

H% BIESBDABHELEETCRBERERYSDE . . . .
_é ) P53 Ej Fﬁé_ BUS2E% items judged by SBD as potential security issues.
A%, TOMOEIIOVTFHEET 1.

K1 :MHEEOERED .
Figure 1. Summary of performance

Convenience
Features

Security
* % % * Excellent * % % Good % % Average * Poor

Source:SBD 2006
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AX—BMIBRU—

XX ASOEMI—TL Y ME, "THEONY RLAFIDRSVRS
YAQEEERAL, YATLAEERDEHED, EHY. CORRIC
FhiF, SATLORBEEA. RZONYRILExxH, xxHLT
AESOHFIETIMDI AT ALY KEBLALLESBENDTH S,
NYYROAI—RIV RNU— AT LX, XXXXXX

XXXXXXXXXXXXXXX - XXXXXXXKXXXXXXXXXX XXX X o

BERELBLTE, AT LORIGEBE x0xxx
XXo XXXXXXXXX (| XXXXXXXXXXX ) XXXXXXXXy XXXXXXX

XXy XXXXXXXXXX,  XXXXXXXo

ChEARTRT, AXN—RIVKNU— JRATFTLE. x
XXXOXXXXX, BBV T < xxxxxx, FEERARICER V) A3 13 5 fuiz xxxxx B
HICxxx XY =R BENFRREND, AXN—RIVKNU— 2
AT LGB O R Thatcham O EEE xxxxxxxXo

AXY—RARE—b

ABR—=KNIRATLR, AFTIVVIOAZLBIEHD 4 NBOHL AA
YFTHRETD. COBORAMYFRAY—RAZ—h JATLAL
LT xxxxxx, SHETSBDARRBRL-tOERTRBICLEZE
k-3 Rcl =N

AA Y FRIER . XXXXXXXKXXK, XXXXKy  XXXXXXXXX

PO E 0000000 00000.0.0000,0.000,0.0000.00¢0.63

EEEORTHIBEZEABNICATTI IOV IXFAN B, 1—
H—HEIZRY . XXXKXXKXXKXXKKXXKXXXXXKX
XXXXXXXKKXXXXKKXXXXKKXXXXKKXXXXKK Ko AL I, XXXXKX
XXHKOOXKKIXKIIOXKIIXKIIXXXKKKK . XHKIOXKKXXXXK
XXXXXXXXXXXXXXXXXXXXX, TREE T, BRI BEETH D,

XY E—URREEICEK., I—HF—CHhLUPTVERNIEHD, £
AX—KRAZ—K: JATLDZOHOER>INTRSTETHY,
R7XBNEAEZE. BHBAVEIVHNERICHINED
DNIATLNFIVITS,
XXKIOXKKIXXXKKIXXXKKIXXXKKIXXXKKXXXXXKXXOXXX,  SBD 'S & TH
BRULIEHFTE, COVWIHY ROAY—KF— SATLANBRDT
DT—ATH B,

SEE. RREBIC—AOVEIVLA2VTVWEA2d, 2A
BOUEIVHABHBBEIC. BT XXXXXXXXX
XXXXKXXXKXXKXXXKXXKXXKKXXKXXXXXXKXXXXXXXXXXXXXXX A & D 1 % B
RIBDERFTERN 2, (Thatcham OEH ) BFELREICDOVTWL
A, SOAYX—RNAZ—NK- AT AR, Thatcham DT DOE
EEIXTHEL, Fiz Thatcham DEH/HICEFTh TV AW A SBD
PHLETOBRBEFEEZD L SBEE . XOXXXKXXXXXXXXXXXX o

XXXXXXXo
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ES

Smart entry

Technical literature from xxxxx “Exterior handles detect the
approach of the ID transmitter and wake the system.” This
statement suggests that the system response time should offer a
significant improvement over other systems that respond only
when the user xxxxx xx or xxxxx the door handle.

The Passat Smart entry system offered Xxx XXXXXXXXXXX
XXXXXXXXXXX XX XXXXXXXX XXXX XXXX XXXXX XXXXXXX XXXXXXXXX
XXXXXX XX XXX.

The system response time XXX XXXXXXXXXXX XXXXXXX when
benchmarked against competition. XX XXX XXXX XXXXXX XXX XXXXXXX
XXX XXXXXXX (XXXXXX XXX XXXX XXXXX XXXXXX) XXX XXXXXX XXX XX XX
XXXXXXXX XXX XXXXXXXX X XXXXKX XXXX XX XXXXK XXX XXXX XX XXXX.

XX XXX XXXXX  XXXxxxxx the Smart entry system provides an
xxxxxxxx level of feature content, it is xxxx and convenient to use
and alerts & provides xxxxx prompts through a xxxxxx screen
mounted in the instrument panel. The smart entry system as tested
Xxxx xx Thatcham requirements.

Smart Start

The start system is activated by a four position push switch located
adjacent to the steering column. This type of switch is xxxx
xxxxxxx for a smart start system and hasn’t been seen on other
vehicles tested by SBD to date.

The switch operation XxxXx XXXXXXX XX XXX XXXXXXXXX XXX XX
XXXXXXXXX XXXXXXX XXXXXXXX XXX XXX XXXX XXX XXXXXX XXXXXXX XXXX
XX XXX XXXXXX XX X XXXXX.

The steering lock will set automatically when the driver's door is
closed. When the user returns to the car xx XXXXX XXXX XXXXX
XXXXXXXXXXXXX XXXX XXX XXXXXX XXXXXXK XXX XXXXXXXXX XXXXX XXX
XXXXXXX XXXXX XXXxXxxX xxxxx. This feature is easy is useful as
XXXXX XX XX XXXXX XXXXXXXXX XXXX XXX XXXX XXX XXXXXXXX XXXX
XXXXXXXXXX XX XXXXXXXXXXXXX.

The message screen gives clear instructions to the user and all
other aspects of the smart start system are well thought out and
xxxxxxxx. The system checks for a valid remote control inside the
car when either a door or window is closed. The VW Passat Smart
key system is the first model that SBD have tested that xxxxxx xxx
X XXXXXX XXXXXXX XXXX XXX XXXXXX XXXXXX.

It could not be confirmed whether it was possible to lock x xxxxxxx
xxxxxx inside the vehicle with a xxxxxxxx xxxxxx control
(Thatcham requirement) because only one remote was available
for the test vehicle. In terms of security the smart start system
meets all Thatcham’s other requirements and in addition
XXXXXXXxxX present further security weaknesses known to SBD.

All rights reserved © Secured By Design Ltd, 2006 6
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2. Introduction

Report ref: SBD/SEC/1990

Volkswagen refer to their Smart key system for the Passat as KESSY, it
provides both smart entry (locking and unlocking) and smart start
(engine starting and stopping) functions. The KESSY system is
available as an option a wide range of models throughout Europe The
option cost (dependant on grade) is typically £305~£360 in the UK and
€415~€465 in Germany.

The Passat is the first car to use the xxxxxx smart key system which
utilizes dedicated capacitive touch sensors for lock and unlock. It was
introduced to the market in the second quarter of 2005.

Technical literature from xxxxx states “Exterior handles detect the
approach of the ID transmitter and wake the system.”

This report covers a detailed investigation into the functionality,
performance and features of the xxxxx smart key system as fitted to the
VW Passat test vehicle shown below in Figure 2.

Figure 2. Test vehicle

Model ~ Passat

Grade ~ Highline

Specification ~ LHD Germany (4 door)
Engine ~ 2000cc TDI

VIN ~ XXXXXXXXXXXXXXXXX

Source: SBD 2006

The only available test vehicle was from Germany which was the luxury
model and came equipped with double-locking, perimeter alarm,
selective unlock and drive away locking. Despite the originating from the
German market the vehicle was tested (by SBD) to the UK Thatcham
criteria for smart key systems. From the results of tests it is almost
certain that the German test vehicle is representative of a UK
specification with respect to the smart key system.

All rights reserved © Secured By Design Ltd, 2006 7
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6. Performance against Thatcham criteria

In November 2004 the Motor Insurance Repair Research Centre
(Thatcham) published their criteria for smart entry and smart start
systems evaluation. Thatcham declare the purpose of this document as;

“To enable motor manufacturers developing smart entry/smart start
systems to gain acceptance by the British Insurance Industry’s Criteria”

Since this time, whilst there has been no official update of the criteria,
however, Thatcham have unofficially updated the test procedure in line
with practical requests from vehicle manufacturers.

The significant updated areas relate to the allowable leakage outside of
the vehicle under which the system will recognise the smart key and
allow the engine to start which has been increased from 100mm to
200mm.

Thatcham are currently reviewing their criteria and expect to release an
update later this year (2006). The Volkswagen Passat under evaluation
in this report was judged by SBD against to the new unofficial test
criteria known to be in force by Thatcham. The results and key points
are highlighted in this section of the report for reference.

6.1 External smart entry operating range

Report ref: SBD/SEC/1990

If a user was to inadvertently leave the remote control in a position
within the smart external operation range, then the vehicle will be
effectively unlocked. The larger the range, the more likely the situations
where this may occur, (such situations include a car parking area
immediately adjacent to an owners house). Thatcham set a limit of 2m
maximum on the smart entry operating range, measured perpendicular
to the vehicle perimeter.

Figure 21. Thatcham maximum allowed exterior range

Source: SBD. 2006

All rights reserved © Secured By Design Ltd, 2006 29
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U External smart entry operating range result
SBD assessed the Volkswagen Passat to establish the external
smart entry operation range. The detailed results are illustrated in
Figure 22 below, and show that the system as tested meets
Thatcham’s requirements for smart operating range.

Maximum perpendicular lock range

= X.XXm

Maximum perpendicular unlock range = X.XXm
All results meet the Thatcham requirement of less than 2 metres.

Figure 22. External smart entry operation range

Thatcham Judgement criteria
Max allowed range ~
2 metres from vehicle perimeter

ES

The results were similar
on both sides of the car.

Left-hand side only is
shown

Lock & Unlock ranges
were identical

Passat Result

All rights reserved © Secured By Design Ltd, 2006

\ !
\ 1

v

1
) X.Xm
v f 0.5m
A1
v

--<

Each arc
represents
XXm

Source: SBD 2006
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7. Smart key system functionality

The system functionality is explained in flowcharts and tables. Figure 27
(below) gives an explanation of the basic colour scheme used
throughout the flowcharts.

Figure 28. Explanation of flowchart colour scheme

A blue box represents a status of the

SHIUGETE vehicle locking system.

An orange box represents an action

Action
I performed by the user.
A white box represents an output.
Output Red text represents a warning or an

output other than that which the user
intended.

Figure 29. Lock ~ smart entry

Vehicle Unlocked

! l

Press an exterior door Press an exterior door
lock button X1 lock button X2
1 ] v \i \ \i \i
Remote Remote Remote Remote Remote Remote
control in control in control out control in control in control out
internal smart| |external smart of smart internal smart| |external smarf of smart
range range range range range range

Source: SBD 2006

Report ref: SBD/SEC/1990 All rights reserved © Secured By Design Ltd, 2006 37
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Figure 30. Lock ~ keyless entry

Vehicle Unlocked

\i \ Y

Using Using Using internal
remote control remote control locking switch
I [ |
\ y \ A \ ] \ \/
Press lock Press unlock Press lock Press unlock Press lock Press unlock
button button button button button button
X1 X1 X2 X2 X1 X1

Notes
@ Lock motor actuators are driven to stall
Source: SBD 2006

Figure 31. Lock ~ mechanical key

Vehicle Unlocked

\ 4

Insert emergency
key into key cylinder

\A ' A/

\i

Turn Turn Turn Turn
clockwise clockwise anticlockwise| |anticlockwise
X1 X2 X1 X2
(Lock) (Lock) (Unlock) (Unlock)

Notes
@ Lock motor actuators are driven to stall
Source: SBD 2006
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