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SBD

Overview

SBD is an independent company providing specialist consultancy in the design and development of
automotive components and systems. The company, founded in 1995, has extensive knowledge of
the strategic development of vehicle systems.

Working closely with manufacturers and suppliers, SBD provides consultancy at various levels
including:

Technical Research

a
O  Strategic Planning
a

Program Management

d maggket hncal rep ariofls technologies,

uficefsful systBms seefl in the md@rket today and is

For more information, visit www.sbd.co.uk

This report is intended for the addressee only, and may contain confidential or privileged information
that is not available to the general public. You are being sent this information because you are
known and trusted by SBD. We therefore expect the information to be handled in a responsible and
sensitive manner.

The views expressed in this report are those of SBD only, and we do not take responsibility for any
misinterpretation based on the information contained in this report. Vebhicle testing reports can only
be considered to represent the specific vehicle being tested at that time, and are not necessarily
representative of the complete range of vehicles and models available.

Report ref: SBD/SEC/2014 All rights reserved © Secured By Design Ltd, 2007 2



EUROPEAN SECURITY \S_BE

European Insurance Technical Requirements

N

w

B

o

©

©

Table of Contents

EXECULIVE SUIMIMAIY ...ttt et e e e e e ok bbbttt e e e e e e o e a b e bbe e e e e e e e e e na b be e e e e aeeeaaanbnbeeaeeeeeannnbnseeeaans 7
1.1 INEFOAUCTION ... 7
1.2 T 10 0= S 8

TS o T 1o 0 () RS 9
2.1 Administration and teStiNG..........ooeeeiiiiii 10
2.2 INSUFANCE SITUCTUIE ...t e ettt e e e et ettt e e e e e e e e e nbaa e e eaeeeeene 11
2.3 INSUraNCe apProval PrOCESS ......cciie i i 11
2.4 Insurance approval rEQUITEIMENTS .........coiiiiiiiiiiiiiiiie e e e e e e 12
2.5 Future DeVeIOPMENTS.......ooi e 17

] F= Vg Lo IS o O SEUP 18
3.1 Administration and teStiNg..........ccoooviiiii i 19
3.2 INSUFANCE SIFUCTUIE ...ttt et e e et e e e et e e e et e e e et tb s e e e e bt e e e e e ba e e eeeanaas 19
3.3 INSUranCe apProVal PrOCESS........ocuuiiiiiiieee e e et e e e e e e e e s e e e e e e e e e s nnnrneees 21
3.4 Insurance approval reqUIrEMENLES .........cooeeeiiiiii i 22
3.5 FULUIE DEVEIOPIMENTS. ...ttt e e e e e e e e e e e e e e e 22

e = Lot () T O T PP OU PR OPPPPP 23
4.1 Administration and teStiNG..........ooeeiiii i 24
4.2 INSUFANCE SITUCTUIE ...ttt e e e et ettt e e e e e et eeabaa e e e eaeeeeene 25
4.3 INSUranNCe apProVal PrOCESS.......coiuiiiiiieiie e e ettt e e e e e s e e e e e e e e e ebeeeees 26
4.4 SECUNLY FEQUITEIMENTS .oeeiiiittte it e ettt e e st e e e e e e e e r e e e e e e e s s nbb e e e e e e e e e e ananes 30
4.5 L D10 =T BTSNV =] o] o g 1= o | € 34

LCT=T 0= 1o 1A () SRR 35
51 AdMINISration AN TESTING ... .coiiiiiiieiiii e e e e e eaeeeas 36
5.2 INSUFBNCE SITUCTUIE ...t e ettt e e e e e e e et e e e e e e e eebbaa e e eaaeenenes 37
5.3 INSUraNCe APPIrOVAl PrOCESS ... i i iiieieeiiii i e e e e e e ettt e s e e e e e e e ettt s e e e e e e e eatat e e eeeeeeeanannseeeeeeennes 37
5.4 Insurance approval reqUIrEMENLES .........coooeeiiiiii i 40
55 FULUIE DEVEIOPIMENTS. ...ttt e e e e e e r e e e e e e e e e 43

1] AV () OSSPSR TPPPP PP 44
6.1 AdmINiIstration and tESHING.......oicciiieeecee e e raeaan 45
6.2 INSUFANCE SIIUCTUIE ... .ttt ettt e e et e e e et e e e e e et e e nrba e e e eeeeenne 46
6.3 INSUranCe apProVal PrOCESS.......coiuuiiiiieiieee ettt e e e et e e e e e s r e e e e e e e e e nbeeeees 46
6.4 Insurance approval reqUIrEMENLES ........coeeiiiiiiiei e a7

B = N = 4 =Y = Ve o E 1 TS PPERRRN 49
7.1 Administration and teStiNg..........cooooviiiii 50
7.2 INSUFANCE SIFUCTUIE ....ceieiieet ettt ettt e ettt e et et e e e et e e e e e tb e e e e e bt e e e e e ba e e aeernnas 51
7.3 INSUranCe apProVal PrOCESS........ccuuiiiiieiieee et e e e e e e e e s e e e e e e e e e s nnnnneees 52
7.4 Insurance approval reQUIFEIMENLES .........iii i i i ee e et e e e e e s e e e e e e e e earaa e e e eaeeeees 53
7.5 FULUIE DEVEIOPIMENTS. ...ttt e e e e e r e e e e e s e e e eeas 58

N o TV (N ) O T PP OU PP OPPPPP 59
8.1 AdMINISration 8N TESTING . .....oiiiiiiiieii et e e e e e e e 60
8.2 INSUFANCE SIIUCTUIE ...ttt e e et e ettt e e e e e e e e e e nban e e e eaeeeenne 60
8.3 INSUranNCe apProVal PrOCESS.......coiuuiiiiiiiie e ettt e ettt e e e e e s e e e e e e e e e e e nnb e 61
8.4 Insurance approval rEQUITEMENTS .........coiiiiiiiiiiiie it e e e e e e e 62
8.5 L D10 =R BTSNV =] o] o g 1= o | € 64

Y 0= U1 I (=3 SRR 65
9.1 Administration and teStiNg..........cooooei i 66
9.2 INSUFBNCE SITUCTUIE ...ttt e e e e e et e e et e e e e e e e eebbaa e e e eaaeennnes 67

Report ref: SBD/SEC/2014 All rights reserved © Secured By Design Ltd, 2007 3



European Insurance Technical Requirements

EUROPEAN SECURITY \S_BE

9.3 INSUranCe apProVal PrOCESS........ocuuiiiiieiteee et e e et e e e e s e e e e e e e e e s nnneneees 67
9.4 Insurance approval reQUIFEIMENES .......u.iiiii it e e e e et e e e e e e eeaea s e e eaeeeees 69
9.5 Future DeVEIOPMENTS.......ooi i 71
10. TV =T0 1o o T () SRS 72
10.1  AdMINIStration @nd TESTING........oouuiriiii e e e e e e e eeeas 73
10.2  INSUFANCE SITUCTUIE ...ttt ettt ettt e e e ettt e e e e e e ettt bbb e e e e e eeeee bbb e e eeeaaeennnes 73
10.3  INSUrANCE QPPIOVAI PIrOCESS ....eeviiieeieieieeeeeeeeteessaesssassssssssssseessssssessrarrrreerrrerrrrsnrrrarrnrrennnennnes 74
10.4  Insurance approval rEQUITEIMENTS ........coiiiiiiiuriiiiieee et e e e e e e e e e r e aeeeeas 75
10.5  FULUre DEVEIOPMENTS. ....ceiiiieiiiiiite ettt e e et e e e e e e e neaeeeeas 79
11. L@ T (= To I (T o Lo Fo o] o ¢ 1N (1610 TSRO 80
5 A AN g T o TSy =i = U [0 IR (=] (] g o T 81
11.2  INSUFANCE SITUCTUIE ...ttt e e e e et ettt e e e e e e e et staa e e e e e eeeeebbna e e eeeaeeeenes 82
11.3  INSUranCe apPPrOVal PrOCESS .......uuuiiiiiiieiiiiiiiee ettt e e e e e e e e e e e e e e e e e s e e eeeeeeas 83
11.4 Insurance approval reqQUIFEMENTS ........ciiiieiiiieiiiiir e eeee e e e e e e e e e e e e e e e e e eeren e e eeeeeeees 87
11.5  FULUrE DEVEIOPMENTS. ....eiiiiieiiiiiiit ettt e e e et e e e e e e s e e aeeeeas 97

Report ref: SBD/SEC/2014 All rights reserved © Secured By Design Ltd, 2007 4



EUROPEAN SECURITY @

European Insurance Technical Requirements

Table 1.
Table 2.
Table 3.
Table 4.
Table 5.
Table 6.
Table 7.
Table 8.
Table 9.

Table 10.
Table 11.
Table 12.
Table 13.
Table 14.
Table 15.
Table 16.
Table 17.
Table 18.
Table 19.
Table 20.
Table 21.
Table 22.
Table 23.
Table 24.
Table 25.
Table 26.
Table 27.
Table 28.
Table 29.
Table 30.
Table 31.
Table 32.
Table 33.
Table 34.
Table 35.
Table 36.
Table 37.
Table 38.
Table 39.
Table 40.

List of Tables

Insurance security requirements in BelgiUm .........ccooo oo 13
Belgian VV1 electrical/electronic immobiliser system requirements...............ccceeeeeeeeee. 14
Belgian VV1 mechanical immobiliser system requirements ............occcvvviieeeeeeeiiiiciiiieeeeeen. 14
Belgian VV2 alarm and immobiliser system requirements ............cccceeeeeeeeeee e 15
Belgian VV3 complementary alarm system requiremMentS...........couveeeiieeeeeeeieiiiin e e eeeeeennns 16
Belgian CJO / CJ2 SVT SyStEmM reqUINEMENTS. .......uviiieeiiiiiiiieieeee e e e e e e e e ee s 17
LVK classification table for liability insurance ............ccccooe e 20
SRA classification, PriCe FatiNG .......oiceviieeiiiir e e e et e e e e e e e e e e e e e eeraaraaa 28
SRA classification, rePaAIN COST......uuuuuuuiiiiiiiiiiiiiiiiiii i nnnne 29
French inSUrancCe reqUITEMENTS ..........uuiiiiiiiee et e e e 30
French Security reqUIrEMENTS .........oiiiiiiiii ettt eeeeeeeeeenaeas 32
French security system attack test requIrements ..........ccccccevvveeviieiiieeieeceeeeeeeeeeeeeeeeeeeee, 33
German Immobiliser SyStem reqUIrEMENTS ........cooviiiiiiiiiiie e 41
Allianz ‘Certified Security’ award CrHteria...........ccceee oo, 43
Italian CEIl 79-9 approval level reqUIremMENtS.........cooovevviiiiiiiiiii e e 48
The Netherlands immobiliser system requirements.............cccceee e 55
The Netherlands alarm system requUIreMeNtS.........cooooieiiiiiiii e 56
The Netherlands SVT SysStem reqUIrEMENTS..........oiiiiiiiiieeiiieie e eee e e e e e 57
Norwegian iNSUranCe reqUIrEMENTS .........coviiiiiiiieieeeeee et aees 61
Norwegian iNSUranCe rEQUITEMIENTS ........uiiiieeiiiiiiieieeieee e e s st r e e e e e s s s e e e eeeaeeaanneeees 63
Norwegian SVT SyStemM rEQUIFEMENTS .......cuiiiiiiiiiiiiiiiiee e e e e e e e e e s e e e e e e 64
Insurance security requireMents iN SPAIN...........coiii i e e e e 69
Spanish SVT SYStEM reqUITEMENTS ........uviiiiiiieeiiiiiiiie et e e et e e e e e e e e aanees 70
Insurance security requirements (passenger cars) in SWeden..........ccccveevveeeeiiiicinnieeeeenn. 75
Swedish TFFN 101 door locking system reqUIremMents ..........ccoceeveiiiiieieeeeeeeiiiien e eeeeeenns 76
Swedish TFFN 301 evaluation of vehicle SECUNity ...........cccovvvvieviiiiiiiiiiiiiieeeeeeeeeeeeeeee, 77
Swedish TFFN 801 car alarm requUIr€mMeENTS ..........oouuiiiiieiiieee it 78
Points requirement for Acceptable security level.............coeeiii i, 85
INSUrance SeCUrity reqQUIrEMENTS.......ccooei i, 87
Body mechanical attaCk tESTS ..........oouuiiiiiiiie e 88
Immobiliser requirements for Thatcham Category 2 Approval (T2).........ccooeeeiieeieeeeeeenenn. 90
Alarm requirements for Thatcham Category 1 Approval (T1)......cccccciiiiiiieeeiriciiiiciee e, 91
UK Smart entry/start system issue 1 reqUIrEMENtS .........cccevviviiiiiiiiiiiiiieeeeeee e 93
UK Locking wheel NUt reqUIremMENtS ........coooiiiiiiieeeeee e 94
(OF> 1 (=To o] g VST (=10 |8 1T =T 0 01= ] € 96
Body Mechanical Points Availability (Ignition LOCK)...........cccovvviiiiiiiiiiiiiiiiieiiieeiieeeeeeeeee 99
Body Mechanical points availability (Perimeter SECUrity)...........uuvvvveeeiiiiiiiiiiiiieeee s 100
Vehicle Identification points availability.............ccccoo e 101
Security System points availability.................vueiiiiiiiiiiiiii e ———————— 101
Security System POINtS FEQUINEIMENT. .........uuiiiiieeiiiiiiiei et e e e e e e e 102

Report ref: SBD/SEC/2014 All rights reserved © Secured By Design Ltd, 2007 5



EUROPEAN SECURITY \S_BD

European Insurance Technical Requirements

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.

List of Figures

Countries included iN thiS FEPOI ..........ui i e e e e 7
Example download from Assuralia approval liSt...............eueuiiiiiiiiiiciecece e 12
Example download from SRA database............cooiiiiiiiiiiiiiiiiiiiiieeece e 26
SRA classification specification adjuStMENTS. ...........ociiiiiiiiiiiiie e 27
French classification by attack teSt reSult............cooouiiiiii e 33
GDV type-classification tabIesS.............oeiiiiiiiiiiii e 39
Italian CEIl 79-9 requirements dOWNIOA ...........ccooriiiiiiiiiiiiiee e 48
Example download from SCM approval liSt.............uiiiiiiiiiiiiii e 53
Insurance security requirements in The Netherlands...........cccccocoieiiiiiiiiiiiieiiieeee e, 53
Dutch security system approval labels ... 58
Summary of planned requirement ChaNgES............ccooiiiiiiiiiiiee e 58
FG approvals liSt IOCALION ..........uuuiiieiiiiiiii e e e e e e enennnes 62
Norwegian security system approval label ... 64
UK INSUranCe ProCeSS ~ TIMING ...veviiieiiiiiiiiiiieiie e e et e e s e e e e e e e e e e e 83
Example download from ABI group rating database ...........ccccccoovv i, 86
Forecast changes to UK group rating SChEME ............uuiiiiiiiiiiiiiiiiiiiiiiiiiaes 97

Report ref: SBD/SEC/2014 All rights reserved © Secured By Design Ltd, 2007 6



EUROPEAN SECURITY

European Insurance Technical Requirements

Executive summary
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1. Executive Summary

1.1 Introduction
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This report summarizes the insurance technical requirements for
vehicle security across 10 countries in Europe. In each of these
countries security is considered as a factor in the process of
establishing the annual insurance cost to the customer. The countries
included are shown in Figure 1 below.

Figure 1. Countries included in this report

Finland

Norway | L)

|—"0 - I The Netherlands

PLE

Germany

Italy

Source: SBD, 2007

The main focus of this report is to describe the technical requirements
for security systems in each country. However, it also provides an
overview of the administration and testing, the structure of insurance
and the insurance approval processes required for new cars.

The content of this report should be used to support the development
of security systems for the European market and enable design and
development to be optimised to achieve insurance approval either on a
pan-European basis or in selected European countries

This report covers the technical requirements only. A separate report
issued by SBD and entitled “European Insurance Market
Requirements” provides a market overview and analysis of theft
trends and describes in detail the benefits for fitting approved security
in each country. The Market report also includes two additional
countries ~ Russia & Poland. WHhilSt XXXXX XXXXX XXXXX XXXXX XXXXX
XXXXX XXXXX XXXXX XXXXK, XXXXK XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX
XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX XXXKX XXXXX XXXXX XXXXX XXXKX
XXXXX.

All rights reserved © Secured By Design Ltd, 2007 7



EUROPEAN SECURITY

European Insurance Technical Requirements

1.2 Summary
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SBD)

In the past 3 years there has been an increase in the requirements for
vehicle security across a number of countries in Europe.

Two main trends have emerged in recent years that vehicle
manufacturers need to consider when developing next generation
vehicles: XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX
XXXXX XXXXX XXXXX XXXXX XXXKX XXXXX XXXKX XXXXX XXXXX XXXXX XXXKX
XXXXX XXXXX XXXXX XXXXX XXXKX XXXXX XXXKX XXXXX XXXKX XXXXX XXXKX
XXXXX XXXXX XXXXX.

BOXXXXX  XXXXX  XXXXX ~ XXXXX countries now have
requirements for Xxxxx XxxxX Xxxxx and others are
monitoring the XXXXX - XXXXX XXXXX XXXXX XXXXX with a view
to publishing requirements should they prove effective in
reducing theft.

=  Adopting XXXXX XXXXX ~ XxxXxxx and xxxxx are all
con3|der|n the adoption of XXXXX XXXXX XXXxX and

ncreased requirements ~ both Xxxxx afd xxxxx intend to
release updated versions of their ifsurance security

= Thatcham updates ~ in the UK there have been updates
to the New Vehicle Security Assessment criteria which
become effective from January 2007. In addition Thatcham
have issued new requirements for stolen vehicle tracking,
smart entry/smart start systems and locking wheel nuts.
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2. Belgium (B)
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XXXXX XXXXX XXXXX XXXXX XXXXX XXXXX. Additional insurance
premium costs for Kasko policies are calculated XXxxX XXXXX
XXXXX XXXXX XXXXX XXXXX XXXXK XXXXK XXXXX.

The Belgian insurance association, Assuralia, has written
several insurance requirements for vehicle security. These
cover immobiliser, alarm and SVT systems. If vehicles are
considered a theft risk insurance companies may XXXXX XXXXX
XXXXX XXXXX XXXXX XXXKX XXXXK, XXXXX XXXXX XXKXX.
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Table 2. Belgian VV1 electrical/electronic immobiliser system requirements

Requirement Detail

Activation

Deactivation

Remote control
(if used)

Extent of
immobilisation

Design of system

Status indicator

Power supply

Remote control
and electronic
key

Safety and
security

systems; see Table 3 below:

Table 3. Belgian VV1 mechanical immobiliser system requirements

Requirement

Function

Security keys
(if used)
Parts marking
Safety

Attack resistance
0]

Source: VV1 summarised by SBD
VV2 requirements include specifications for combined immobiliser and
alarm systems:
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Table 4. Belgian VV2 alarm and immobiliser system requirements

Requirement Detail

Activation

Deactivation

Remote control
(if used)

Extent of
immobilisation

Detection

Panic function

Design of system

Optical warning

Audible warning

Status indicator

Power supply

Remote control
and electronic
key

Safety and
security

Source: VV2 summarised by SBD

VV3 requirements include specifications for complementary alarm
systems. These systems do not have any immobiliser function
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