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SBD

Overview
SBD is an independent company providing specialist consultancy in the design and development of
automotive components and systems. The company was founded in the UK in 1995 and has extensive

knowledge of the strategic development of vehicle systems. A subsidiary company, SBD ¥ /%> was
set up in Japan in 2006.

Working closely with manufacturers and suppliers, SBD provides consultancy at various levels including:
U  Technical Research
0 Strategic Planning
U Program Management
U Product Development.

SBD also provides the industry with detailed market and technical reports on various technologies,
market trends and competitor analysis.

The company has helped to develop many successful systems seen in the market today and is
continuing to help manufacturers implement the next generation of systems with an emphasis on Vehicle
Security and cost of ownership and Vehicle Telematics and ITS.

For more information, visit www.sbd.co.uk or www.sbdjapan.co.jp.

This report is intended for the addressee only, and may contain confidential or privileged information that
is not available to the general public. You are being sent this information because you are known and
trusted by SBD. We therefore expect the information to be handled in a responsible and sensitive
manner.

The views expressed in this report are those of SBD only, and we do not take responsibility for any
misinterpretation based on the information contained in this report. Vehicle testing reports can only be
considered to represent the specific vehicle being tested at that time, and are not necessarily
representative of the complete range of vehicles and models available.
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1. Executive Summary
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The Vauxhall Zafira is the first xxxxxxxx vehicle from General Motors to be
equipped with a smart key system; it is also the first “C” segment vehicle to
feature a smart key system with xXxxxx XxXxxxxxx xxxxxx. Vauxhall refer to
the smart key system as “Open&Start ® and it is available on the Astra
and Zafira as an option on most grades within the RHD and LHD European
markets.

Overall the smart key system is Xxxxxxxxx to operate and offers the
customer a XxXxx XXxXxX of XXxXxXxXxXxx Xxxxxxx. However, if the remote control
or vehicle xxXxxxx becomes XXXXXXXXXX the system’s XxXXxxxxx and
XXXXXXX are compromised.

d Smart entry

SBD believe that the combination of a XXXXX XXXXXXXX XXXXX on the
handle to xxxx the vehicle and the xxxxx XxxXxxxxx xxxx of the system
when xxXxXxxXxxxx, give the customer a high perceived quality. In normal
operation the system is well thought out and simple to use; with only a
slight inconvenience in the functionality of the XXXXXXX. XXX XXXX XXXX
XX XXXXXXX XX XXX XXXXXXXK XXXK-XK XXXXXXXKK. XXXXX XXX XXX XXXX-XX
XXXXX XHXXXKXXKXX XXX XXXKXX XXX XXXXXK XXX XX XXKXKXXX XXXXXKX XXX
XXXXXXXX XHXXXKXXX XXX XXX XXXK XXXXXXXKXXKK | XXXKX XXX XXXXXKX
XX XX XXXXXXXXXK XXXXX.

b Smart start'system

The smart start system is operated by a ‘start / stop’ button which
gives the customer a xxxx XXXXXXXXxX Image. The interior detection
range of the smart start system is xxxx xxxxxxX and there is no
excessiverleakage-outside=of=the=vehicle=that  would give rise to
concern. However, XXXX XXXX XXXXX XXXXX XXXXX, XX XX XXX XXXX XX XXX
XXXXXXXXX XXXXX XXXXKXXKX. XXX XXXXXXX XX XXX XXXXXXXXX XXX XXXX
XXXXXX XXXX XXXX XXXXXXXK XXXXX XXX XXX XXXX XX XXX XXX XXXXX XXXX
XXX XXXXX XXXXX XXXXXX XX XXXXKXXXXXX.

Summary of performance

Figure 1 below summarises the performance findings from SBD’s
investigation. Both Smart entry and Smart start were judged in three main
areas of Convenience, Features & Security. The evaluation is based on
SBD’s experience of customer expectation, competitor systems, and
vehicle security. In the area of security the vehicle was assessed against
Thatcham’s smart key criteria and against additional items judged by SBD
as potential security issues.

Figure 1. Summary of performance

Criteria Smart entry Smart start

Convenience
Features
Security

% % % % Excellent %* % % Good % % Average ¥ Poor

Source: SBD 2007
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1.3  Smart Entry

The Zafira’s handles are supplied by xxxxxxx and unlock the vehicle by
utilising a xxxxxxx xxxxx to detect when the handle is pulled. The vehicle
can be locked by XXXXXXX @ XXXXXXXXXX XXXXXX XxXX located on the outer
surface of both front door handles. The xxxxxxxx xxxxx is body coloured
and is integrated seamlessly into the handle. XXXXXXXX XXXXX XX XX XXXXXXX
XXXX XXXXX XXXXXXXK XXX XXX XXX XXXXXXKXXK XXXX XXX XXXXXX XXXXXX XX
XXXX XXXXX XXXXXKXX, XXXXX XXXX XX XXX XXXXXXK XXXXXXKXX XXXXKX.

When a handle is pulled with a valid remote control in the external smart
operating range, the system always XXXXXX XXX XXXXXXX XXX XXXXX XXX XXXX
XX XXX XXXXXXK, XXXX XX XXX XXXXXX XX XXXXXK XXXXXXX.

In normal operation the smart entry functionality is well thought out, xxxxx
and xxxxxxxxx to use. Distinct actions are required to xxxx and xxxxx the
vehicle and this gives the user confidence in the system’s XXXXXxx.

Immediately after the vehicle is locked there is a XXXX XXXXXX XXXXXX XX
XXXXX XXX XXXXK XXXXXX XX XXXXKKXK. XXX XXXX XXXXK XXKK XX X XXXX XXXXXK XX
XX XXXXXX XXX XXXX XX XXXX XXX XXXXX XX XX XXXXXXXXX XXXX XXXX XXX
XXXXXX XXX XXXXXXKX XX X XXXXX XXXXX .

The entire vehicle can be smart unlocked from the tailgate release switch
but there,is xx xxxx XXxxxx on the tailgate. If the user wishes to smart lock
the/vehicle after'operating the tailgate they are required to XXXx XXXXXX XXX
XXKXXX XXX XXXXX XXX EXXXX  XXXXXmmXX XemdXXXXX XXXX, which is an
inconvenience.

The vehicle has two distinct back-up locking procedures for vehicle battery
discharged and remote control battery exhausted. The procedures are xxx
xxXxxxx and are likely to XXXXX XXXXXXX XXXXXXXX. XXX XXXXXXX XXXXXX
XXXXXXX XXXXX XXXXXXXK XXX XXXXXKX XXXXXXXX; XX XXX XXXXXXXX XXXXXXX
XXX XXXXXX XXXXXKXX XKXX XXX XKXXXKX XKXXX XX XXKX XX XX XXXXXXX XXXXXX.

The driver’'s door can be locked by rotating the mechanical key blade in the
driver's door key cylinder. If the vehicle battery xx xxx xxxxxxxx then the
door will xxxxxxxx xxxxxxx when the handle is subsequently pulled, even
if there is no valid remote control within the exterior smart operating range.

In the event of a discharged remote control battery the mechanical key
must be used to unlock the vehicle. SBD believe XXxx XXX XXXXXX XXXXX
XXXX XXXXKXXXK XXXXXKX XX XXX XXX XXXXXXX XXX XX XXXX XXX XXXXXXX. Doing
so would leave the vehicle in an unsecured state.

Report ref: SBD/SEC/2040 “
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1.4 Smart Start

Report ref: SBD/SEC/2040

The inclusion of a start / stop button defines a significant difference in how
the system operates in comparison to a non-smart key vehicle. SBD feel
that the majority of customers XXXX XXX XXXX XX XXXXX X XXXX XXXXXXX
starting method; therefore increasing XXX XXXXXXX XXXXXX XX XXX XXXXXX.

To start the Zafira the start / stop button must be pressed whilst the xxxxx
Or XXXXX XXXXXX is xxxxxxx and the remote control is located within the
internal smart operating range. If the user does not xxxxx the Xxxxxx or
XXXXX XXxXxX then the system will alternate between ignition ON and
ignition OFF states.

A xxxxx warning xxxx located in the xxxxxxxx xxxxxx flashes in conjunction
with an audible tone to alert the user of a xxxxx xxxxx system fault. When
an error or warning occurs there is XX XXXXX XXXXXXXXXXX in the XXXXXXX
provided by the smart start system, this xxxxxxxx could cause customer
confusion.

When the user pushes the start / stop button to switch OFF the engine, the
system checks the internal smart operating range for a valid remote
control. If a valid remote control is XXX XXXXXXX_the system XXXXX XXX XXXXX
and a deliberate action of XXXXXX XXX XXXX /XXXX XXXXXX XXX X XXXXXXX
XXXXXXXX XX XXXXXK XXX XXX XXXXXX. XXXX XX X XXXX XXXXXX XXXXXXX XX
XXXXXERXX XXKR, XXXXIRXX IR XXXXXXX XX Ao lenger within the internal
smart operating range Xxxxx xXxxx XxXxxx xxx/the engine.

To start the vehicle” when the "remote "control battery has become
exhausted, the system requires the remote control to be held up to the
steering-column.forverification--This.emergeney.start-method is an efficient
engineering solution as it XXXXXX XXXXXX XXXXXXX XXXXXXX XXX system cost.
XXXXX XX XX X XXXX XXXXXXXXXX XXXXXXK XXX XXXXXXXKX XXXXX XXXXXXXX XX
XXX XXXXXXXXX XXX XX XXXXKX XX XXXKX XXKXXKKXX XXXXXKXXX.

If the user is aware of the emergency start procedure they may still have
difficulty starting the engine because the xxxxxxx Xxxxx used for the
emergency start procedure has a xxxxxx xxxx Xxxxx. This means that the
remote control must be XxxX XX XXX XXXXXXX XXXXXXXXX and in a XXXXXX
XXXX XX XXXXX XX XXXXX XXX XXXXXXXXXX. XXXX XX XXX XXXX XXXXX XX XXX
XXXXXXX XXXKXX XXX XXXX XX XXX XXXXKXXKX XX XXX XKXXKXX XKXX XXXXKXXKX.

SBD believe that if the smart start does not function correctly the vast
majority of customers would be XXXXX XX XXX XXXXXXX XXXX XXXXXXX and
would not be able to start the vehicle.

It XXXXX XXX XX Xxxxxx whether it was possible to lock a remote control
inside the vehicle xxx x xxxxx xxxx xxxxx (Thatcham requirement) because
only xxx Xxxxxxxx xxx available for the test vehicle. In terms of security the
smart start system xXxXX XXX XXXXXX XXXXX requirements and in addition
does XXX XXXXX XXXXXXX XXXXXX XXXXXXXXXX XXXXX XX XXX XXXXX XXX XX
XXXXXX XXX XXXXXKX XXXXXKXX.
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1.5
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Thatcham smart entry / smart start criteriaissue 3

Since the original document (issue 1) was issued, Thatcham have modified
their requirements to be more workable following consultation with the
vehicle manufacturers. However, at the time of SBD’s evaluationyof the
Zafira, Thatcham hadn’t updated the published criteria document to reflect
the changes: Thatcham have since produced an updated-eriteria, which is
expected to be issued in Q2.2007. The updateis titled fsmart entry/smart
start system-evaluation criteria issue 3.

Please note that no issue 2 criteria exists. Thatcham have decided to use
issue 3 to bring the criteria in line with the same issue level of the Vehicle
Security System evaluation criteria.

Table 1. Thatcham smart entry / smart start criteria - Issue 1 to Issue 3 main changes

Section | ltem | Issue 1 | Issue 3 | Comments
Z?é?ﬁﬁ;gf;d <100mm <200mm Guidelines
T . : issued for taking
echnical Perimeter bleed <100mm <200mm bleed
IS ey (front & rear screen) (rear screen only @) | measurements
screen)
Lockln_gl confirmation Audible or visual . .
unlocking . . Visual signal only
; . signal signal
unction
Disable device for 1 Disable smart
Interior cycle function for 1 cycle
detection \Ifeer)lli(l;la: in OR warn user by
when locking OR warn user by mis-lock
mis-lock (may lock after 3
consecutive attempts)

Note: @ This is excluded from testing if the bottom of the glass is more than 300mm from bumper outline)

A b = OPEREIL T SRR A 5

(NVSA) (ITIZEHBEFRENE OO, HiZA
~v— MR —REELZRO T EICL 5T,
K& 2P EORBESAAA U2 & O
%479, Thatcham 78 A~ — | 3 —%Ef#8 |2 ]
B EDORIES B 5 RO T-GE1E,
Thatcham 7> & ABIIZHIFGEASA Y . ABI AME
BT N—T DI NT 4 —FFTE S DD
WREZITD,
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Source: SBD 2007

Although Smart key performance does not form part of the New Vehicle
Security Assessment scoring system (NVSA) it serves as a performance
check to ensure that no significant security weaknesses exist as a result of
a vehicle having a smart key system fitted. If Thatcham identify any
security weaknesses in a smart key system they will inform the ABI who
may choose to impose an insurance group penalty.
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2. Introduction

Vauxhall refer to their smart key system as ‘Open&Start ®. It provides both
smart entry (locking and unlocking) and smart start (engine starting and
stopping) functions. The system is available throughout the European
market on most Zafira variants except the lowest grade models. The option
COost varies across Europe xxx XX XXXXXXXXX XXXX X XXXX.

The Vauxhall Astra and Zafira are the first models from General motors to
be equipped with a smart key system. The Vauxhall smart key system is
also the first to feature xxxxx xxxxxxxx handles.

This /report covers/ @ detailed (investigation into the functionality,
performance and features of the smart key system as fitted to the Vauxhall
Zafira test vehicle shown below in Figure.2. Test.\ehicle

Figure 2. Test Vehicle

‘!E'I'EIE EUK

Model ~ Zafira

Grade ~ Design
Specification ~ UK RHD
Engine ~ 1.9 CDTI

VIN ~ XXXXXXXXXXXXXXXX

Source: SBD 2007

The UK test vehicle was a high specification ‘Design’ model which featured
double-locking but was not equipped with an alarm system. The Vauxhall
Zafira smart key vehicle is supplied with two remote controls. To purchase
an additional remote control for the system from a UK dealer would cost
xxxX, which includes programming it to the vehicle.

Report ref: SBD/SEC/2040 “
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3.3 Summary of UK insurance prediction

At the time of testing this vehicle, Thatcham’s new “Smart entry / smart
start system evaluation” (issue 3) criteria was in draft form. SBD were
aware of the requirements within the criteria and have made a prediction of
the performance of the Zafira against the new criteria.

Qverall the system performs Xxxx Xxxxxx.xxx.Lhatcham requirements. The
exterior side leakage slightly exceeded the requirements but xxxx Xxxx
XXXXXxXX when the remote control was held at a XXXXXXXX XXXXXXXX at a
certain position on the rear window and this may be the result Xx X XXXXXXX
XXXXXXxxx. SBD judge the real-life risk of this_situation Xx XX XXXXXX XXX
XHXRHIIRRHXK XXX XXXXKXX XXXXKX XXKX XXX XXXXXXKXX XXXXKXX.

It should be noted that the smart key system on the Zafira is only available

as a customer option and as such it would not be required to be tested by
Thatcham. SBD’s prediction is for reference only.

Figure 3. Performance prediction against the new Thatcham criteria (issue 3)

Criteria ‘ Test result
Section Requirement Value Vauxhall Zafira
Lock and unlock range <2m from perimeter
Technical . Side <2_00mm i
Exterior windows closed
leakage Rear <100mm with trunk
/ tailgate open
Immobiliser | Remote in interior range Including allowable
unset only leakage
Locking signalled Audible or visual
Locking . . . .
function Mis-lock signalled Audible or visual
Passive double-lock Not allowed
fUnIo_ck Unlock signalled Audible or visual
unction
. Device locked in car D‘S‘?‘b'e smqrt
Device device or mis-lock
detection . . .
Valid means to reinstate If disabled
Steering N dibl . |
er Warning if unset Audible or visua

Source: SBD 2007

Report ref: SBD/SEC/2040
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O  Location of Components
Figure 15 below shows the location of the major user-interface
components relating to the smart start system.

Figure 15. Location of smart start system components

Start Button Clutch and Instrument pack Emergency start
brake pedal Location
interlock

Source: SBD 2007

Report ref: SBD/SEC/2040
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7. Smart key system functionality

The system functionality is explained in flowcharts and tables. Figure 30
(below) gives an explanation of the basic colour scheme used
throughout the flowcharts.

Figure 30. Explanation of flowchart colour scheme

A blue box represents a status of the

System status vehicle locking system.

An orange box represents an action

Action

performed by the user.

A white box represents an output.
Output Red text represents a warning or an

output other than that which the user
intended.

Source: SBD 2007

Report ref: SBD/SEC/2040
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Figure 31. Lock ~ smart entry

Vehicle Unlocked
|

! l

Press an exterior door Press an exterior door
lock button X1 lock button X2
VL Y M Y v v
Remote Remote Remote Remote Remote Remote
control in control in control out control in control in control out
internal smart| |external smart of smart internal smart| |external smart of smart
range range range range range range

Figure 32. Lock ~ keyless entry

Vehicle Unlocked

\ \ \

Remote control Remote control .
button button Interior CDL button
| |
\J \J \J \
Press lock Press unlock Press lock Press unlock Press lock
button button button button button
X1 X1 X2 X2 X1

Source: SBD 2007
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